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Theory: Stack-based Access Control

SecurityManager.checkPermission
SecurityManager.checkWrite
FileOutputStream.<init>

Attacker.doEvil

MyApplet.init




e
Rea\'\ty'-“Stack—based"Access Control

public static Class<?> forName(String className) throws ClassNotFoundException {
return forName@(className,
true,

ClassLoader.getCallerClassLoader());
J Implicit Permission Check

Class.forName Privileged ClassLoader :>

Attacker.doEvil Unprivileged ClassLoader
MyApplet.init Unprivileged ClassLoader




-
Leak in sun.beans.finder.ClassFinder (CVE-2012-4681)

public static Class<?> findClass(String className)

{
try

{

ClasslLoader cl = ...

return Class.forName(className, false, cl); _ )
} throws SecurityException

catch (ClassNotFoundException e)

{
}
catch (SecurityException e)

{
¥

“handled” here

return Class.forName(className);




-
Leak in sun.beans.finder.ClassFinder (CVE-2012-4681)

Class.forName Privileged ClassLoader > ’
ClassFinder.findClass Privileged ClassLoader |
Attacker.doEvil Unprivileged ClassLoader

MyApplet.init Unprivileged ClassLoader
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Deriving the Static Program Analysis Problem
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Two Independent Analyses
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Two Independent Analyses: Not Context-Sensitive
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Pure Forward Context-Sensitive Approach
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Results —only Class.forName
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Results — all Caller Sensitive Methods
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e
Scale of the Problem
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Scale of the Problem
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Exploit Imbalance to Improve Scalability
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IFDS Algorithm [17,19] Reports Leaks
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IFDS Algorithm: Computing Summaries

foo(a) {
a 2>{a}
b =a |a->{a b}
a 2>{a, b}
c=Db
return c
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IFDS Algorithm: Computing Summaries

foo(a) {
b = a
a 2>{a, b}
a 2>{a}
c=b lp 5 g
a 2>{a, b, c}
return c
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IFDS Algorithm: Computing Summaries

a 2>{a, b, c}

return c
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Path Construction

foo(a) {

b =a |a->{a b}

a 2>{a}
=b {ph 5 g

a 2>{a, b, c}

return c

pred(b) = a
stmt(b) = #1

pred(c) = Db
stmt(c) = #2
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.
Path Construction: Merge at Branches

bar(a) {
if (...) {
) pred(b,) = a
} b = a l,a >{a, b} stmt((bll))=#1
else {

pred(b,) = a

b =a |a>{abj} stmt(b,) = #2

a >{a, by, b} h

return b
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Results —only Class.forName
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Results — all Caller Sensitive Methods
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Two Synchronized/Dependent Analyses
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Two Synchronized/Dependent Analyses
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Results —only Class.forName
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Results — all Caller Sensitive Methods
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Summary
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